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O Controls and effective
51 |Policies for Information Security Control not implemented
Control: Information security policy and topic-specific policies should be defined, approved by management, published, communicated (o and Confidentiality Detailed in all procedures with ISMS framework,
acknowledged by relevant personnel and relevant interested parties, and reviewed at planned intervals and if significant changes occur. Preventative  [Integrity dentify Yes |Policies are maintained within Shred-x & Med-X's Cgé’;R SRX Partial | Control implemented but not fully effective
Availability IMS System
52 [information Security Roles and Responsibilities [Nl Conirol not applicable to ISMS scope
Control: Information Security Roles and Responsibiliies should be defined and allocated according to the organisational needs 1SMS Manual (Section 3.3 & 5.2) and updated
Confidentiality policies in place, commitment requirements are
Preventative | Integrity Identify Yes stipulated in individual position descriptions and | CO, ABP SRX
Availability provided training.
53 Segregation of Duties [Key driver
Control: Confiicting duties and confiicting areas of responsibility should be segregated. Conidentilty 1SMS Manual (Section 3.3 & 5.2) and updated
‘ policies in place
Preventative  Integrity Protect Yes | or o the Acsess Control Management Palicy | €O ABP SRX LR |Legal requirement
Availability
54  |Management Responsibilities CO__|Contractual obligation
Control: Management should require all personnel 1o apply security in with the security policy, opic: Recrultment now controlled by People & Culture
specific policies and procedures of the organisation. Confidentiality in liaison with Management
pecific p P 9 - Preventative Integrity Identify Yes a lagement. LR, CO SRX CC  |Client commitment
Policies are established, communicated and
Availability
available by request.
55 |Contact with authorities BR__|Business requirement derived from risk assessment
Control: The organisation should establish and maintain contact with relevant authoriies. N 1dentify Established Communications Plan & Business
‘ Protect Continity Plan & ISMS Manual - System LR, CO,
Corrective | 9"y Respond Yes | Controls (A5) AR, ABP ERX ABP | Adopted best practice
Availability
Recover
56 |Contact with special interest groups Y3 Control not applicable to ISMS scope
Control: The organisation should establish and maintain contact with special inerest groups or other special security forums and professional Confidentialty |Protect Special interest groups are identified, ISMS
Preventative ‘ LR, CO,
Integrity Respond Yes  [Manual - System Controls (A5) SRX
’ Corrective ¢ AR, ABP
association: Availabity _|Recover
57  [Threatintelligence
Control: Information refating to information security threats should be collected and analysed to produce threat inteligence. Special interest groups who offer threat
- oty intelligence to the organisation are identified,
Detective  [Integrity Respond Yes ‘;’MS ME?:E' HSV‘S:‘S’“ Controls (Azd by /';2' ig'; FIS
Corrective  [Availability  |Recover ngoing Threat Intelligence is provided by the -
FIS team
58 |Information security in project management
Control: Information security should be integrated info project management. ) Aligns to Freightways (FIS) procedures. Shred-X
Confidentiality '
‘ dentify and Med X maintain documented procedures
Preventative  [Integrity Yes €0, ABP SRX/FIS
¢ Protect which include considerations for information
Availability
security respective to the mapped process,
59 [inventory of i and other iated assets
Control: An inventory of information and other associated assets, including owners, should be developed and maintained. Confidentalty Detailed in company procedures and Corporate
Preventative ~ [Integrity dentify Yes [asset register is maintained ABP SRX
Availabilty
510 |Acceptable use of information and other associated assets
Control: Rules for the use and or handiing i and other assels should be identified, documented and ) Refer {o the Asset Management Policy,
implemented Confidentalty [Acceptable Use Policy and Email Use Polic
Pl - Preventative | Integrity Protect Yes D d o €O, ABP SRX/ FIS
¢ Detailed in company procedures and a Corporate
Availability n o
asset register is
511 |Return of assets Responsibility
Control: Personnel and ofher interested parties as appropriate should retum all the organisation's assets in their possession Upon change or Confidontalt Refer to the Asset Management Policy & the
termination of their employment, contract or agreement. ¢ 4 change of employment and termination process,
Preventative ~ [Integrity Protect Yes ABP SRX SRX
¢ detailed in company procedures and a corporate
Availability n com >
asset register is
512 |Classification of information: FIS
Control: Information should be classified according to the information security needs of the organisation base on confidentialty, integrity, Confidentalty Refer {0 the Informaion Classification Policy& | | = o
Preventative  [Integrity Identify Yes |Asset Management Policy povg SRX SRX/ FIS
availability and relevant interested party Availabil
513 |Labelling of information
Objective: To faciltate the of and support of and
Control: An iate set of for i Iabelling should be developed and i in with the i Confidentiality Refer to the Information Classification Policy &
Preventative  [Integrity Protect Yes  |Asset Management Policy €0, ABP SRX
scheme adopted by the Availabily
5.14 Transfer
Control: transfer rules, o Should be in place for all types of transfer faciliies within the organisation and Confidentality Refer to the Asset Management Policy
Preventative  [Integrity Protect Yes €0, ABP SRX
between the and other parties. Availabilty
515 |Access Control
Control: Rules to control physical and logical access (o information and ofher associated assets should be established and implemented based on Confidentalty [Access control policy in place and up o date R co
Preventative  [Integrity Protect Yes |Controlled via IT Manager and Freightways Vv SRX/FIS
; ’ ) ¢ ¢ ABP
business and securit Availabily |Access Control Policy
516 [Identity
Control: The full lfe cycle of identifies should be managed ] Controlled with Leadership Team and IT
Confidentiality Manager and Internal IT Team
Preventative  [Integrity Protect Yes 9 €0, ABP SRX/FIS
Porih User Authentication Policy
Y |Access Control Policy
517 |Authentication Information
Control: Allocation and management of authentication information should be controlied by a management_process, including advising personnel Controlled at restricted levels and defailed in
on the handling of icati Confidentialty procedures
Preventative  |Integrity Protect Yes |Controlled with Leadership Team and IT CO, ABP SRX / FIS
e Manager and Internal IT Team
Y Refer to the User Authentication Policy &
Password Polic
518 |Access Rights
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Control: Access rights to informafion and ofher associated assefs should be provisioned, reviewed, modified and removed in accordance with te Contientalty Controlled with Leadership Team and IT
organisation's topic-specific policy on and rules for access control. Preventative | mtegriy orotect Yes |Manager and Interal IT Team o, ABP D
oy Refer to the Access Control Management Policy|
Availability
519 Security in supplier
Control: Processes and procedures should be defined and implemented to manage the information security risks associated with the use of Confidentiality Refer to the IT Supplier Security Policy & Acces:
o ’ > et LR, CO,
supplier's products or services. Preventative [Integrity Identify Yes |Control Management Policy. Detailed in all SRX
oy AR, ABP
Availability with ISMS
520 |Addressing information security within supplier agreements
Control: Relevant Security should be and agreed with each supplier based on the type of supplier Confidentiality Refer o the IT Supplier Security Policy & Acces{ | o
relationship. Preventative  [Integrity Identify Yes  [Control Management Policy. Detailed in all AR ABP SRX
Availability with ISMS framework ]
521 |Managing i Security in the ICT supply chain ion and C
Control: Processes and procedures should be defined and implemented to manage the information security risks associated with the ICT produFts Confidentiality Detailed in al procedures with ISMIS framework] | o
Preventative Integrity Identify Yes  [Refer to the ISMS Manual - System Controls e SRX
oty AR, ABP
and services supply chain. Availability (A5).
522 |Monitoring, review and change management of supplier services
: The organisation should regularly monitor, review, evaluate and manage change in supplier information security praciices and service ) Detailed in all procedures with ISMS framework.
Confidentiality
delivery. ’ Refer to the ISMS Manual - System Controls | LR, CO,
Preventative [Integrity Identify Yes |y Sorniior Soaurty Polt op SRX
Availability g PP! y Policy.
523 [Information security for use of cloud services
Control: for use, and exit from cloud services should be in with the Refer to the IT Supplier Security Policy. Detailed
information security requirements. i all procedures with ISMS framework. Refer to
Confidentiality the ISMS Man;al - System Controls (A5). koo
Preventative |Integrity Protect SRS  dcitionally, FIS is wrapping this into a  ©O, SRX/FIS
Availabilty forthcoming policy on third party management, il AR, ABP
addition to cloud service review process
524 |Information security incident management planning and preparation
Control: The organisation should plan and prepare for managing information security incidents by and Refer to the Procedure for Information Security
security incident processes, roles and responsibilities. Confdentilty | o Incident Response & Disaster Recovery Plan | | o o
Corrective  [Integrity lsauioti Yes |Policy v Fis
Availability Allincident management activities are complete
in tandem with FIS
5.25 and decision on i Security events
Control: The organisation should assess information security events and decide if they are (o be calegorised as information security incidents. Procedure for Information Security Incident
Confidentiality Response
Detective |Integrity Detect Yes  |Disaster Recovery Plan Policy LR, CO, FIS
g |Respond p ’ ABP
Availability Allincident management activities are complete
in tandem with FIS
526 |Response to information security incidents
Control: Information security incidents should be toin with the Procedure for Information Security Incident
Confidentiality Response
Corrective  |Integrity Respond Yes |Disaster Recovery Plan Policy LR, €O, Fis
Recover ABP
Availability Allincident management activities are complete
in tandem with FIS
527 |Learning from i Security incidents
Control: Knowledge gained from information security incidents should be used to strengthen and improve the information security controls. Procedure for Information Security Incident
Confidentiality Response
Preventative [Integrity dentify Yes |Disaster Recovery Plan Policy LR, €O, Fis
g |Protect : ' ABP
Availability Allincident management activities are complete
in tandem with FIS
528 |Collection of evidence
Control: The organisation should establish and implement Tor the collection, and pi of evidence Procedure for Information Security Incident
related to information security events. Confidentiality Response
Corrective  |Integrity g:':Co’n ’ Yes |Disaster Recovery Plan Policy L'XBCPO' Fis
Availability P Allincident management activities are complete
in tandem with FIS
5.29 Security during i
Control: The organisation should plan how to maintain information security at an appropriate level during disruption. Proventative |COMTdentialty [ Shred-X and Med-X Business Continuity LR CO.
Integrity Yes  [Management is outiined within Business SRX / FIS
Corrective g |Respond 29e AR, ABP
Availability Continuity Plan
530 [ICT readiness for business continuity (Information and Communication Technology)
Control: ICT readiness should be planned, implemented, maintained and tested based on business confinuity objectives and ICT continuity Shred-X and Med-X Business Confinuity
LR, CO,
requirements. Corrective  |Availability  [Respond Yes  [Managementis outiined within Business SRX
AR, ABP
Continuity Plan
531 |Legal, statutory, regulatory and
Control: Legal, statutory, regulatory and i relevant o security and the organisation's approach (o meet thes: For a list of legistalive and regulatory
requirements should be identified, documented and kept up to date. requirements please refer to document Legal &
Confidentiality ° ase fefer 1o
c Register’ covering law,| LR, CO,
Preventative  [Integrity Identify Yes omphan <
privacy, intellectual property rights efc. ABP
Availability ° ‘
Requirements are reviewed frequently in
with the internal auditing program.
532 [intellectual property rights
Control: The Should implement o protect property rights. The organisation appropriately registers the
business, domain names and products as
Confidentialty applicable. Confidentiality agreements and non-
Preventative |Integrit Identify Yes are applied LR CO,
Avaﬁab“’m IP Rights (such as domains) are ABP
Y handled via policy/execution/instruction from NZ.
During aqusitionions, etc, oversight is provided
via Marva and Stephen Micallef.
533 |Protection of records
Control: Records should be protected from loss, access and ised release. Shred-X & Med-X ensure the protection of digita
Confidentiality records via back ups, malware protection, digital
Preventative [Integrity :fri:‘sz Yes i change “Z'B%o' SRX
Availability and operating procedures. Refer to the Data
Protection Policy
534 |Privacy and protection of Personally Identifiable Information (PIl)
Control: The organisation should identify and meet the requirements regarding the preservation of privacy and protection of Pl according to Confidentiality Shred-X & Med-X adhere to the Australian
Identify LR, CO,
laws and and . Preventative  [Integrity Yes [Privacy Principles and manage all Pll in SRX
Protect ABP
Availability with the privacy policy.
5.35 review of i fon security
Control: The organisation's approach to managing information security and its implementation including people, processes and T C oty Shred-X/ Med-X is subject to Independent
Integrity Yes |reviews which is controlled by Freightways audit| LR, ABP SRX
; ; - Corrective g |Protect
should be reviewed at planned intervals, or when significant changes oceur. Availability program controls.
536 |[Compliance with policies, rules and standards for information security
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Control: C with the security policy, topic-specific policies, rules and standards should be regularly reviewed. Shred-X/Med-X will have its Information Securi
Management System regularly audited both
internally by FIS Security team and other Auditor
- |confidentiality within the Freightways group in accordance with
z":r::;'sgve Integrity :freorl'sg Yes |the internal audit program. Auditors have ABP SRX
Availability undertaken ISO interal auditor training through
Advisera.com including certification. Shred-
X/Med-X will be externally assessed by an
body.
537 |D operating
Control: Operating procedures for information processing faciliies should be documented and made available to personnel who need them Confidentiality D and Work
Preventative |-\ ority Protect Yes |have been developed and are stored in the IMS.| LR CO, SRX
Corrective oy Recover ABP
Availability
G People Controls
6.1 i
Control: checks on all to become personnel should be carried out prior to joining the organisation and on arj Detailed in Shred-X and Med-X Operational
ongoing basis taking into applicable laws, and ethics and be proportional to the business requirements, the classificatign procedures for police and visa screening
of the information to be accessed and the perceived risks. arrangements and as outined in Freightways
' HR2 policy, reference checks and criminal
Confidentiality ;
Preventative [Intsgrity rotect Yes |conviction history checks are conducted. LR, €O, G
Availabilty The criminal conviction history check is a AR, ABP
mandatory requirement of all Shred- X and Med:
X staff dealing in information management
business units.
62  [Terms and Conditions of
Control: The employment contractual agreements should state the and the i ibilities for i ISMS Manual (Section 3.3 & 5.2) and updated
Confidentiality > °
security. policies in place Position descriptions are in LR, CO,
Preventative (Integrity Protect Yes SRX
place for all staff and are acknowledged atthe |  ABP
Availability d
time of induction.
63 |Information security awareness, education and training
Control: Personnel of the organisation and relevant interested parties should receive security . education an Confidentiality FIS team provide supported material to People
training and regular updates of the organisation's information security policy, topic-specific policies and procedures, as relevant for theirjob  |Preventative |Integrity Protect Yes |and Culture for Learing Platform LR, CO SRX
function. Availability
6.4 |Disciplinary Process
Control: A disciplinary process should be formalised and communicated to take actions against personnel and other relevant interested parties - [Confidentiality Detailed in policies and part of HR Management
Preventative Protect
have committed an information security policy violation. Integrity Yes & corporate guidelines LR, CO SRX
Corrective Respond
Availabilit
65 ibilities after termination or change of
Objective: To ensure personnel and other relevant interested parties the of security policy violation, to deter and appropriately deal with personnel and other relevant interested parties who committed the violation.
Control: Information security responsibilities and duties that remain valid after termination or change of employment should be defined, enforce Processing assets is outlined in the change of
. Confidentiality °
and communicated to relevant personnel and other interested parties. Proventative. |Integriy brotect Yes |emPployment and termination process. Refer to | LR, AR, —
9 ISMS Manual - System Controls (A6) Al staff ABP
Availability
sign an NDA
6.6 |Confidentiality or non-disclosure agreements
Control: C or non-discl reflecting the needs for the protection of information should be identified, Confidentiality NDA or CA with all staff and contractors as part | | o oo
documented, regularly reviewed and signed by personnel and other relevant interested parties. Preventative (Integrity Protect Yes of their employment agreement andor in some | 10" <o SRX
Availabili case a separate agreement '
67 |Remote Working
Control: Security measures should be implemented when personnel are working remotely to protect information accessed, processed or stored Confidentiality Please refer to the Mobile Phone Device RO
outside the organisation's premises. Preventative [Integrity Protect Yes |Teleworking Policy in addition to the Working e SRX
oy ; AR, ABP
Availability From Home Policy.
68 |[Information security event reporting
Control: The should provide a Tor personnel to report observed or suspected information security events through Confidentiality Yes  [Shred-x/Med-X incident management and
LR, CO,
appropriate channels in a timely manner. Detective [Integrity Detect response plan is outlined within Incident P SRX
Availability Manual
7 Physical controls
74 |Physical security perimeters
Control: Security perimeters should be defined and used to protect areas that contain information and other associated assets. Confidentiality Refer to Physical Access Site Operations Rco
Preventative [Integrity Protect Yes [Security Polcy, Visitor Access Policy & IT Asset| 5" SRX
Availability Policy
72 |Physical entry
Control: To ensure only authorized physical access (o the 'S and other assets ocours. Confidentiality Refer to Physical Access Site Operations R.co
Preventative [Integrity Protect Yes |Security Policy Visitor Access Policy & IT Asset | =22 SRX
oy : ABP
Availability Management Policy
73 [Securing offices, rooms and facilities
Control: Physical security for offices, rooms and facilities should be designed and implemented Confidentiality Refer to Physical Access Site Operations R.co
Preventative  [Integrity Protect Yes |Security Policy Visitor Access Policy & IT Asset | .5 SRX
Availability Management Policy
7.4 |Physical security
Control: Premises should be continuously monitored for unauthorised physical access. Confidentility Refer to Physical Access Site Operations
Preventative | ¢ £ Protect Ves |Securlty Policy & IT Asset Management Policy. | o aoo —
Detective 9 Detect SRX deploy CCTV and monitored access contro| ~ '
Availability
systems.
75  |Protecting against physical and environmental threats
Control: Protection against physical and environmental threats, such as natural disasters and other intentional or unintentional physical threats Jo Confidentiality Refer to Physical Access Site Operations Rco
infrastructure should be designed and implemented. Preventative [Integrity Protect Yes [Security Polcy, IT Asset Management Policy & | 2" SRX
Availability Business Continuity Plan
7.6 |Working in secure areas
Control: Security measures for working in secure areas should be designed and implemented. Confidentiality Refer to Physical Access Site Operations RO
Preventative [Integrity Protect Yes |Security Policy & IT Asset Management Policy | vt SRX
Availability
7.7 |Clear desk and clear screen
Control: Clear desk rules for papers and removable storage media and clear screen rules for information processing facilities should be defined Refer 1o the Clear Desk and Unatiended User | | o <o
and appropriately enforced. Preventative ~[Confidentiality [Protect Yes  |Equipment Policy & Workstation Policy AR ABP SRX
ISMS Manual - System Controls (A7) '
[78  |Equipment siting and
C : Equipment should be sited securely and protected. Confidentility Refer to the Workstation Policy, IT Assel
Management Policy & Physical Access Site LR, CO,
Preventative (Integrity Protect Yes - SRX
ottt Operations Security Policy ABP
Y ISMS Manual - System Controls (A7)
7.9 [Security of assets off-premises
Control: Off-site assets should be protected. Confidentiality ISMS Manual - System Controls (A7) Rco
Preventative (Integrity Protect Yes |Mobile Phone Device Teleworking Policy P SRX
Availability
740 [Storage Media
Control: Storage media should be managed through their life cycle of acquisition, use, transportation and disposal in accordance with the ISMS Manual - System Controls (A7)
>0 : : Confidentiality :
organisation's classification scheme and handiing requirements. Refer to the Asset Management Policy. Disposal
Preventative (Integrity Protect Yes CO, ABP SRX
may only occur post approval from the IT
Availability
Manager.
741 [Supporting utilities
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Control: Information processing facilities should be protected from power failures and other disruptions caused by failures in supporting utiities

Preventative
Detective

Integrity
Availability

Protect
Detect

All business critical IP facilities are hosted in
Azure which have mutiple redundancies for
localized utility failures.

LR, CO,
ABP

SRX

7.13 Equipment

Cabling security

Control: Cables carrying power, data or supporting information services should be protected from interception, interference or damage.

Preventative

Confidentiality
Availability

Protect

Network configuration prevents unsolicted
devices from gaining access to the SRX/MDX
network. Network devices are in racks and
cabinets with secured access. Sites are
physically secured with CCTV, gates, doors, and
visitor management policies.

LR, CO,
ABP

SRX

Control: Equipment should be maintained correctly to ensure availability, integrity and confidentiality of information.

Preventative

Confidentiality
Integrity
Availability

Protect

[ISMS Manual - System Controls (A7)
Management maintains maintenance and suppo|
agreements on all systems and network
infrastructure and supporting utilities.
Details of which are maintained by IT

and Leadership Team

LR, CO,
ABP

SRX

7.14

or securely overwritten prior to disposal or re-use.

Secure disposal or re-use of equipment

Control: Items of equipment containing storage media should be verified to ensure that any sensitive data and licensed software has been rem1

Preventative

Confidentiality

Protect

Refer to the ISMS Disposal and Destruction
Policy & Asset Policy.

LR, CO,
ABP

Technological controls |

8.1

User endpoint devices
Objective: To protect i ion against the risks i by using user endpoint devices.

Control: Information stored on, processed by or accessible via user endpoint devices should be protected.

Confidentiality
Integrity
Availability

Protect

[ISMS Manual - System Controls (A8)

Refer to the Mobile Phone Device Teleworking
Policy, Asset Management Policy and Cyber
Security Policy .

This is controlled in tandem with the FIS IT team|

LR, CO,
ABP

FIS

8.2

Privileged access rights

he allocation and use of privileged access rights should be restricted and managed.

Preventative

Confidentiality
Integrity
Availability

Protect

Access Control Management Policy

ISMS Manual - System Controls (A8)

A number of systems provide and/or utiise multi
factor authentication user access and in many
cases enforce it especially with regard to
privileged access.

Privileged access is restricted to discrete
administrative accounts which are isolated from
standard user activities. Implementation of PAM
specific tooling in H2 2025 will further increase
isolation/logging capability

CO, ABP

FIS

8.3

Information access restriction

Control: Access to information and other associated assets should be restricted in with the topic-specific policy on accd
control.

Iss

Preventative

Confidentiality
Integrity
Availability

Protect

Access Control Management Policy
Information Classification Policy

ISMS Manual - System Controls (A8)

Least Privilege principal applied. Tech team
specific user onboarding detail role based
systems access.

FIS

8.4

Access to source code

Control: Read and write access to source code, development tools and software libraries should be appropriately managed.

Preventative

Confidentiality
Integrity
Availability

Protect

Al source code is stored within Azure DevOps
(formerly Visual Studio Team Services) and
activity is logged and changes tracked and
reviewable showing before and after changes at|
line-by-line level.

Shred-X and Med-X align to the following -
Freightways 'FISPO002 Secure Development
Policy' Specically, actions taken within SRX do
not generate source code, (dynamics and
PowerBI) and access to source code is not a
standardised requirement for SRX.

FIS

8.5

Secure authentication

Control: Secure and should be based on access and the topic-
specific policy on access control.

Preventative

Confidentiality
Integrity
Availability

Protect

Refer to the Password Policy, Access Control
Policy and User

Policy
All systems maintained or used by Shred-X or
Med-X utilise secure log procedures of one kind
or another and will lock out users after a defined
number of unsuccessful attempts to protect
against brute force log- on attempts. A number o
systems provide and/or utilise muli factor
authentication user access and in many cases
enforce it especially with regard to privileged
access.

Secure Authentication is maintained in tandem
with FIS.

CO, ABP

FIS

8.6

Capacity management

Control: The use of resources should be monitored and adjusted in line with current and expected capacity requirements.

Preventative
Detective

Integrity
Availability

Identify
Detect
Protect

Several monitoring tools are utilised across
systems within the corporate environment
monitoring their performance, capacity and
availability.

-Operational Checklists

-PRTG monitoring

New Relic monitoring

-VMware with Operations Management, vRealise
Operations

-Site 24/7

LR, ABP

SRX

8.7

Protection against malware
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Control: Protection against malware should be implemented and supported by appropriate User awareness. Layered connected threat defence;
Trend Micro Smart Protection suite utiising
Trend Micro Deep Security as a service and
Apex One as a service, along with Cloud App
Preventative. |Confidentily Security and Hosted Email Security protecting
petectve | mtagtiy Protect Yes |server and workstations along email and LR, €O, s
Comectve  |maaoniy [Pt Office365 platform. AR, ABP
Malware protection is completed in tandem with
Fis
Refer to the Software Installation Policy,
Acceptable Use Policy, Email Use Policy &
Internet Usage and Filtering Polic
88 [Management of technical vuinerabilities
Control: Information about technical vulnerabiliies of information systems in Use should be oblained, the organisation's exposure to such Confidentalty [0 o Shred-X and Med-X align (o processes with Rco
Vuinerabilties should be evaluated and appropriate measures should be taken. Preventative Integrity K Yes |Freightways document FISSTDO02 Vuinerabiliy) o= °0 SRX / FIS
Availabilty Standard" i
89 [Configuration management
Control: C including security of hardware, software, services and networks should be established, documented, Shred—x and Med-X have defined acceptable Linked to previously excluded 14.2.5
implemented, monitored and reviewed configuration standards within the server securi
policy. Further documentation on device
Confidentialty |, 1oy preparation and configuration is currently
Preventative Integrity it Yes |undergoing review. Trend XDR enforces security-  ABP SRX / FIS
Availability related device permissions (USB, network
access, exil). Full RMM suite due for
implementation H2 2025.
510 [Information deletion
Control: Information stored in information systems, devices or in any other storage media should be deleted when o longer required. Proventative | Confidentialty |Protect Ve E:Er 10 the ISMS Disposal and Destruction | LD;,B(;O, —
811 |Data masking
Control: Data masking should be used in with the organ Topic-specific policy on access control and other refated topic-spediic While sensitive information is held internaly with
policies, and business requirements, taking applicable legislation into consideration. regard HR (Staff) this is restricted to People &
Culture (HR) staff and their systems only and th
associated staff may access information related
o themselves but is not shared with external
parties where specified information may need to
be masked. Systems servicing customers are
Preventative |Confidentiality |Protect N/A not holding sensitive information and this relates{ oy g
o client service details typical business
information provided by the client and not share
with other parties, only authorised Shred-X Staff
have access as necessary to undertake required
services. As such at this time there are no
systems with information that require specific
information to be masked from unauthorised
parties.
512 |Data leakage prevention
Control: Data leakage prevention measures should be applied (o systems, networks and any ofher devices that process, store or transmit sensfive Refer to Non-Disclosure Agreements,
information Acceptable Use Policy, Information Security
Policy.
Proventative | e oy [Protect Yes |The Trend platform provides DLP functionaliy | o, agp SRS
Detective Detect and monitoring for removable storage, emai,
cloud storage usage (e.g. OneDrive, Google
Drive)
513 [Information backup
Control: Backup copies of information, software and systems should be maintained and regularly tested in accordance with the agreed fopic- Shred-X/Med-X currently use Azure Backup
specific policy on backup. deliver local resource protection and Azure Site
Recovery to deliver geographic disaster recovery
Integrity o key systems.
Corrective | pvaiaity  [Ro°Ye Y& \onitoring is alert-driven and raises incidents | ©O" A7 EES
in ITSM tooling which are
investigated as P1 events.
.14 of i i ing facilities
Control: Information processing faciliies should be implemented with redundancy sufficient (o meet avallabillty requirements. Shred-X Business Continulty Management is
outlined within Business Continity Plan.
vy |Protect Yes  |Redundancy of systems is assured through use | AP SRX/ FIS
of a trusted provider Azure AZ.
515 |Logging
Control: Logs that record activities, exceptions, faulls and other relevant events should be produced, stored, protected and analysed. All1aaS servers whether hosied within corporatd
or Revera Homeland laa$ generating event logs|
Confidentiality Critical Systems captured through Trend Micro | | o )
Detective Integrity Detect Yes  [Deep Securiy Log inspection. Azure hosted | = 5% SRX/ FIS
Availability systems utilise Cloud Trail. Logs aggregated g
where possible and copy protected.
816 [Monitoring activities
Control: Networks, systems and applications should be monitored for anomalous behaviour and appropriate actions taken (o evaluats potential Trend Micro Deep Security log inspection
information security incidents Viewable from Trend Deep Security Manager by
appropriately authorised individuals. Systems an|
services within Azure Services. Microsoft Azure
Detective | CONdentialty |0 ooling in place monitoring servers thatare now | | ¢ co,
Comectve Mooty [0S Yes |running with Azure. Monitoring acivies are | a sy SRX/FIS
Availability managed in tandem with the FIS team.
EDR is Trend, MDR is the Cybersecurity
team/external SOC
817 [Clock
Control: The clocks of information processing systems used by the organisation should be synchronized to approved time sources. oot TSMS Manual - System Controls (A8) (Rco
Detective Integrity Resmond Yes |Domain controllers and systems are Ry SRX
0 Microsoft time servers. g
518 |Use of privileged utility programs
Control: The use of utiity programs that can be capable of overriding system and application controls should be restricted and tightly controlled| The use of privileged access programs is
Confdentiay restricted to specific administrative jumphosts,
Proventative |Intagrity orotect Ves [that themselves are restricted to authorised userl  »co s
iy within the FIS and SRX IT teams. Use of
privileged utity programs are managed in
tandem with the FIS team.
819 of software on systems
Control: Procedures and measures should be implemented (o securely manage software installation on operational systems. Confidentiality Refer (o the Software Installation Policy Rco
Preventative Integrity Protect Yes |Software Installation is managed i tandem witn| o= °0 FIS
Availabilty the FIS team. g
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820 |Networks security

Control: Networks and network devices should be secured, managed and controlled to protect information in systems and applications Confidentiality Refer to the Network Security Policy
Preventative Protect LR, CO,
Integrity Yes  [Network Security is managed in tandem with the| Fis
Detective oy Detect AR, ABP
Availability FIS team.
821 |Security of network services
Control: Security mechanisms, service levels and service requirements of network services should be identified, implemented and monitored Refer to the ISMS Manual - System Confrols
) FIS maintains network infrastructure supporting
| Confidentiality both Shred-X/Med-X and some clients (other | LR, cO,
Preventative [Integrity Protect Yes | Freightways group companies) both at a AR ABP Fis
Availability datacentre level and branch network level.
822 |Segregation of networks
Control: Groups of information services, users and information systems should be segregated in the organisation's networks. ) Segregation of networks is managed by FIS;
Confidentiality
’ At the branch network level, the network is LR, CO,
Preventative Integrity Protect Yes Fis
oy segregated into 2 wired and 3 wireless network | AR, ABP
Availability
823 | Web filtering
Control: Access (o external websites should be managed to reduce exposure to malicious content. Confidentiality Refer {0 the Interet Usage and Fiering Policy | | o o
Preventative Integrity Protect Yes e Fis
oy AR, ABP
Availability
824 |Use of cryptography
Control: Rules for the effective use of including key Should be defined and implemented. ) Use of Cryptography is managed by FIS;
Confidentiality
’ Corporate guidelines on cryptographic controls | LR, CO,
Preventative Integrity Protect Yes Fis
ooty are outlined in the Freightways document ABP
Y ‘FISGLO04 Ci ]
825 |Secure life cycle
Control: Rules for the secure development of software and systems should be established and applied. Shred-X/ Med-X have a customer portal which
Confidentiality was originally developed internally and is
Preventative Integrity Protect Yes |currently maintained. Shred-X/ Med-X currently |  ABP SRX / FIS
Availability adhere to established FIS development, coding
and testing standards/ Procedures.
826 |Application security requirements
Control: formation security requirements should be identified, specified and approved when developing or acquiring applications. Confidentiality Refer to the Application Control Policy and the
Preventative Integrity Protect Yes  [ARB process (Architectural Review Board) LR, ABP SRX / FIS
Availability
827 |Secure system architecture and engineering principles
Control: Principles for engineering secure systems should be established, documented, maintained and applied fo any information system Shred-X/ Med-X have a customer portal which
development activities. Confidentiality was originally developed internally and is
Preventative [Integrity Protect Yes |currently maintained. Shred-X/ Med-X currently | ABP SRX / FIS
Availability adhere to established FIS development, coding
and testing standards/ Procedures.
828 |Secure coding
Control: Secure coding principles should be applied (o software development. Shred-X/ Med-X have a customer portal which
Confidentiality was originally developed internally and is
Preventative Integrity Protect Yes |curently maintained. Shred-X/ Med-X currently |  ABP SRX / FIS
Availability adhere to established FIS development, coding
and testing standards/ Procedures.
829 |Security testing in development and acceptance
Control: Security testing processes should be defined and implemented in the development lite cycle. Shred-X/ Med-X have a customer portal which
Confidentiality was originally developed internally and is
Preventative [Integrity Identify Yes |currently maintained. Shred-X/ Med-X currently | ABP SRX / FIS
Availability adhere to established FIS development, coding
and testing standards/ Procedures.
830 [0
Control: The organisation should direct, monitor and review the activities related to outsourced system development. Proventative |CONfdentiaity [identiy The organisation does not complete
Dotectva - [Integrity Detect N/A [NNBl o tsourced software development/ coding  |SRX / FIS
elective  |availability [Protect activities
831 on of testand
Control: D testing and should be separated and secured. Shred-X/ Med-X have a customer portal which
Confidentiality was originally developed internally and is
Preventative Integrity Protect Yes |currently maintained. Shred-X/ Med-X currently |  ABP SRX / FIS
Availability adhere to established FIS development, coding
and testing standards/ P
832 |Change management
Control: Changes to Tacilities and Systems should be subject to change management procedures. ) Shred-X and Med-X aligned to processes with
Confidentiality
Preventative |Integrit Protect Yes | change LR AR, SRX/ FIS
oy are also outlined in the FIS Confluence Wiki ABP
Availability
Article
833 [Testi
Control: Test information should be appropriately selected, protecied and managed. Shred-X/ Med-X have a customer portal which
was originally developed internally and is
currently maintained. While intial testing
Confidentiality materials were not captured at the time of portal
Preventative Protect Yes |development, any further ongoing development/|  ABP SRX
Integrity ‘ gong dev
testing records are to be maintiained in
accordance with FIS' development, coding and
testing standards/ Procedures.
834 |Protection of information systems during audit testing
Control: Audit tests and other assurance activities involving assessment of operational systems should be planned and agreed between fhe tesfer Confidentiality 'Audit controls in place and managed at local levi
LR,CO,
and appropriate management. Preventative  [Integrity Protect Yes |and Freightway Information Security team Nor SRX
Availabil
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