
INFORMATION SECURITY MANAGEMENT SYSTEM POLICY 

1.0 Purpose and Scope 

The aim of this top-level Policy is to define the purpose, direction, 
principles, and basic rules for information security management. 

This policy is applied to the entire Information Security Management 
System (ISMS). 

Shred-X Pty Ltd/Med-X Healthcare Solutions are committed to 
manage Information Security Management System (ISMS) to align 
against the following standards ISO27001. 

All users of this document are all employees of Shred-X/Med-X, as 
well as relevant external parties. 

2.0 Reference documents 

• ISO/IEC 27001 standard, clauses 5.2 and 5.3
• Statement of Applicability
• List of Legal, Regulatory and Contractual Obligations
• Business Continuity Plan
• Incident Security Management Procedure

3.0 Basic information security terminology 

Confidentiality – characteristics of the information by which it is 
available only to authorised persons or systems. 
Integrity – characteristics of the information by which it is changed 
only by authorised persons or systems in an allowed way. 
Availability – characteristics of the information by which it can be 
accessed by authorised persons when it is needed. 
Information security – preservation of confidentiality, integrity, and 
availability of information. 
Information Security Management  System – part of overall 
management processes that takes care  of  planning, 



implementing, maintaining, reviewing, and improving the 
information security. 

4.0 Managing the information security 

4.1 Objectives and measurement 

General objectives for the information security management 
system are the following: 

• Developing, implementing policies and processes to ensure 
Confidentiality, Integrity and Availability of all critical 
information data and information processing facilities

• Complying with statutory and regulatory requirements and 
contractual security obligations

• Spreading information security awareness amongst the 
employees through regular training

• Managing the security incidents effectively by establishing 
security incident response plans

• Establishing, implementing, and testing of Business Continuity 
Plan

• Continually improving ISMS through regular review of 
measurable security objectives

The Leadership team are responsible for reviewing and measuring 
the ISMS objectives and SOA security controls. 

4.2 Information security requirements 

This policy and the entire ISMS must be compliant with legal and 
regulatory requirements relevant to the organisation in the field of 
information security, as well as with contractual obligations. 

4.3 Information security controls 

The process of selecting the controls (safeguards) is defined in the 
Risk Assessment and Risk treatment methodology. 



The selected controls and their implementation status are listed in 
the Statement of Applicability. 

4.4 Business Continuity 

Business continuity management is prescribed in the Business 
Continuity Plan. 

4.5 Responsibilities 

Responsibilities for the ISMS are detailed in the ISMS Manual 
SXNATISMSM001. 

This policy will be reviewed and updated on biennial basis by the 
Management Review Team. 

Approved on 4th June 2025. 

VAN KARAS 

GENERAL MANAGER 
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