
   
 

   
 

 

 

 

 

 

 

 

 

 

 

 

 

INFORMATION SECURITY MANAGEMENT 
SYSTEM (ISMS) MANUAL 

ISO/IEC 27001:2022 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

2 | P a g e  SXNATISMS001 v7 052025 CONFIDENTIAL 
 

TABLE OF CONTENTS 
Document Control ................................................................................................................................................................................... 4 

Document Information .................................................................................................................................................................... 4 
Supporting Documentation/References: ................................................................................................................................. 4 

1. Introduction ..................................................................................................................................................................................... 5 
1.1. General.................................................................................................................................................................................. 5 

2. Scope ................................................................................................................................................................................................... 6 
2.1. General.................................................................................................................................................................................. 6 

3. Context of the Organisation ...................................................................................................................................................... 6 
3.1. Understanding the Organisation and its Context .............................................................................................. 6 
3.2. Interfaces and Dependencies (Freightways Group of Companies) ............................................................ 7 
3.3. Team Structure – Shred-X Information Security Management and Governance ................................. 7 

3.3.1. SRX Team Chart – Supported by Shred-X IT Team and Freightways Information Security 
(FIS). 7 

3.4. Understanding the needs and expectations of interested parties.............................................................. 8 
4. Leadership ........................................................................................................................................................................................ 9 

4.1. Leadership and Commitment ..................................................................................................................................... 9 
4.2. SHRED-X EXECUTIVE TEAM .................................................................................................................................... 10 
4.3. ICT Consultant Manager ............................................................................................................................................ 10 
4.4. national certi�ication & internal audit manager.............................................................................................. 11 
4.5. Group Architecture and Cybersecurity Manager ............................................................................................ 11 
4.6. IT infrastructure manager (Australia) ................................................................................................................. 12 
4.7. IT Security Manager .................................................................................................................................................... 12 
4.8. Cyber Security Analyst................................................................................................................................................ 13 
4.9. Major Incident Manager............................................................................................................................................. 14 
4.10. Customer Focus ............................................................................................................................................................. 15 

5. Management System Policies ................................................................................................................................................ 15 
5.1. Establishing our policies ........................................................................................................................................... 15 
5.2. Organisational roles, responsibilities and authorities ................................................................................. 16 
5.3. Shred-X & Med-X Leadership Team....................................................................................................................... 16 
5.4. Freightways Security Team ...................................................................................................................................... 16 
5.5. IT Team .............................................................................................................................................................................. 17 
5.6. Management Review Team comprising of IT, Compliance and FIS......................................................... 17 

6. Planning .......................................................................................................................................................................................... 17 
6.1. General............................................................................................................................................................................... 17 
6.2. Risk and Opportunities .............................................................................................................................................. 17 

7. Support............................................................................................................................................................................................ 18 



 

3 | P a g e  SXNATISMS001 v7 052025 CONFIDENTIAL 
 

7.1. Resources ......................................................................................................................................................................... 18 
7.2. Competence ..................................................................................................................................................................... 19 
7.3. Awareness ........................................................................................................................................................................ 19 
7.4. Communication ............................................................................................................................................................. 19 
7.5. Documented Information .......................................................................................................................................... 19 

8. Management System Objectives........................................................................................................................................... 20 
8.1. Objectives and Planning to Achieve Them ......................................................................................................... 21 

9. Performance Evaluation .......................................................................................................................................................... 21 
9.1. Monitoring and Measurement ................................................................................................................................ 21 
9.2. Analysis and Evaluation ............................................................................................................................................. 22 
9.3. Evaluation of Compliance .......................................................................................................................................... 22 
9.4. Internal Audit Programme ........................................................................................................................................ 22 

9.4.1. Freightways ISO 27001 Network Group ....................................................................................................... 23 
9.5. Management review .................................................................................................................................................... 23 

10. Improvement ........................................................................................................................................................................ 24 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

4 | P a g e  SXNATISMS001 v7 052025 CONFIDENTIAL 
 

DOCUMENT CONTROL 
DOCUMENT INFORMATION 

Date Changed By Summary of Changes Version No. 

11/01/2016  Draft 0.1 

07/03/2016  Version 1 release 1.0 

01/07/2020 Debbie Costin 
Substantial rewrite changing context from 
establishing ISMS to established and 
improving. 

1.0a 

17/07/2020 
Debbie Costin  
Rob Aminde  
Charles Scheuber 

Copy updated, approved, and �inalised 2.0 

05/08/2021 
Debbie Costin  
Will Greenwood 
Charles Scheuber 

Annual review process and structural 
alignment changes 3.0 

10/06/2022 
Debbie Costin  
Will Greenwood 
Charles Scheuber 

Annual review updates 4.0 

31/07/2023 Will Greenwood 
Charles Scheuber 

Annual review process and structural 
alignment changes 5.0 

21/06/2024 Charles Scheuber Annual Review 6.0 

15/05/2025 
Will Greenwood 
Charles Scheuber 
 

Manual update to re�lect requirements of 
27001:2022 7.0 

 

SUPPORTING DOCUMENTATION/REFERENCES: 
ISO27001:2022 – Information Security Management System Requirements ISO27002:2022 – Information 
Technology – Security Techniques – Code of Practice for Information Security Controls - FIS Documents – 
Statement of Applicability – System Controls Manual  

 

 

 

 

 

 

 

 

 

 


